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Agenda

▪ Safety Analysis, like

Failure Mode, Effects, and Criticality Analysis 

(FMECA)

▪ Fault Injection Testing
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Safety Analysis, Detection and Mitigation, Verification

▪ Safety Analysis

– Identify hazardous events and mitigation strategy: 

HARA (Hazard Analysis & Risk Assessment) 

– Failure Mode, Effects, and Criticality Analysis (FMECA)

for detailed list of failure modes, their causes and effects

▪ Safety Concept Development

– Implementation of mitigation strategies with detection mechanisms

▪ Verification and Validation of safety mechanisms in Implementation

– Fault injection testing
with

simulation

results

HARA
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How Safety Analysis Is Done Today 

Architecture Models Design Logic

Requirements

Non Model-Based Safety Analysis is …

–… decoupled from design work

–… complex and complicated

–… error-prone
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Why Model-Based Safety Analysis is the way to go

Model-Based Safety Analysis is …

–… fully integrated with design

–… fully traceable (changes etc.)

–… consistent & validated

–Synergy: fault modeling, FTA, tests
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Capture Analysis, Link to Architecture & Perform Validation Checks

Link To

Architecture

Execute Validation

Checks

Instantiate From 

Template
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Example Walkthrough – instantiate analysis

▪ Templates with predefined data 

type

▪ Templates with predefined 

analysis function
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Example Walkthrough – fill the analysis and link with Architecture

Imported / Sync from Model User DefinedHazard Assessment

System Architecture
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Example Walkthrough – fill the analysis and link with Architecture

Failure Mode Effect Criticality 

Assessment (FMECA)

Synchronized from Model & Derived from 

Hazard Assessment
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Fault 

Selector

Faulty Values

Fault Modeling Before Simulink Fault Analyzer

▪ Modifies the design

▪ Can inadvertently change simulation 

behavior

▪ Difficult to analyze effects

▪ How do faults relate to hazards?



10

Model faults without modifying Design

Design Model

Fault Model
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Model faults without modifying Design

WHERE
Where the 

faults is applied 

in the model

HOW
What´s the 

behavior when 

injected

WHEN Time/condition 

when to be 

injected
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Example Walkthrough – model faults – define the “were”
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Example Walkthrough – model faults – define the “How”
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Example Walkthrough – model faults

Failure Mode Effect Criticality 

Assessment (FMECA)

Synchronized from Model & Derived from 

Hazard Assessment
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Example Walkthrough – link detection method

Failure Mode Effect Criticality 

Assessment (FMECA)

Synchronized from Model & Derived from 

Hazard Assessment

Detailed Design

User Defined, Linked, Derived
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Example Walkthrough – navigate between artifacts



17

Example Walkthrough – perform semantics checks

Define your custom 

checks via Matlab Script

Execute on your 

analysis document

Explore the results and check for:

–missing links to models

–missing information/empty cell  

–unset values
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Example Walkthrough – model faults – define the “when”
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Example Walkthrough – model faults – define the “when”
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Example Walkthrough – use simulation for validation
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Example Walkthrough – use simulation for validation

Fault detected

Fault Not Detected

Run For All Faults

For the cases of fault not detected:

– re-run the simulation

– use data inspector to understand 

what is going on  

– correct your design logic
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Recap – Fault Analyzer Capabilities

Simulink Fault 

Analyzer

Capture Analysis, Link to Architecture & 

Perform Validation Checks
Model Faults Without Modifying Design

Characterize Faults Behavior Use Simulation to Validate Safety Analysis
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